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Overview 

This paper is meant to provide a methodology to aid in the application and administration of 
patches in an Oracle Applications environment. It does not attempt to document the patch utilities, 
which can be found in the various Oracle Applications installation manuals, but rather a 
methodology to manage patching.  

Oracle Applications requires many patches to be installed in order to function properly. Patches 
are typically considered to be of two types, bug patches or release updates, and typically have a 
client component (e.g. SmartClient or NCA patch) and a server component (e.g. Oracle 
Applications product files and database). Patches are obtained from Oracle’s World Wide 
Customer Support (WWS) organization through email, ftp, or mail (e.g. tape or CD). Server 
patches are installed using the Oracle Applications AutoPatch Utility (e.g. adpatch), and client 
patches are installed either with a special Oracle Applications SmartClient utility called "otto.exe", 
or for NCA with the adpatch utility. This document will outline the administrative issues of 
creating and maintaining an Oracle Applications patching methodology. For a complete reference 
on the AutoPatch utility see the Oracle Applications Installation Manual, for instructions on using 
the otto utility see the readme file supplied with each SmartClient client patch, and for NCA 
patching instructions see the NCA Supplement Installation Manual.  

Patching 

Patch Architecture 

There are two levels of patches in Oracle Applications. There are bug level patches which 
typically affect a single Oracle Applications product and there are major product level patches that 
affect an entire Oracle Applications product group. An example of a bug level patch might be one 
that fixes an error in an Oracle Payables form, and examples of major product level patches would 
include the 10.6.1 upgrade patch, the Reports 2.5 Interoperability patch, and the SmartClient 
server updates patch.  

Patches are typically distributed in a compressed format which will vary by platform. In a UNIX 
environment patches are usually distributed as compressed tar files and in the Windows 



environment they are usually distributed as self-extracting executables.  

Patch Administration 

The following section will address the administrative issues associated with installing, testing, and 
coordinating patch application in an Oracle Applications environment.  

Patch Testing 

Once a patch has been identified and obtained from Oracle WWS it will need to be installed and 
tested in a suitable "test" environment. After the patch has been installed and testing shows that it 
functions correctly it can then be installed into the production environment. It is important to note 
that testing should identify that the patch fixes the problem at hand and that it does not introduce 
any obvious "side effects".  

Record Keeping 

A record should be kept of the patch’s status as it is applied to each environment. Ideally this 
record will identify the TAR associated with the patch, the dates and environments it has been 
applied to, and the testing status. Relying on the Oracle Applications product file directory and the 
install logs are a difficult and error prone method of record keeping. A sample format is included 
in Appendix A.  

Installation Coordination 

In order to install an Oracle Applications bug level patch the concurrent manager processes must 
be shut down. This allows for possible relinking of Oracle Applications product files executables.  

To install an Oracle Applications major product level patch all users must be logged off the system 
and the concurrent manager processes must be shut down.  

For customers that have implemented the SmartClient or NCA architecture some patches will 
contain both a client component (e.g. SmartClient or NCA patch) and a server component (e.g. 
Oracle Applications product files and database). These two components are dependent on each 
other and their application must be coordinated in order to avoid client side errors. In addition, for 
SmartClient or NCA installations multiple environments (e.g. \apps10 or \appsnca directories) 
may need to be maintained in order to coordinate the access to different systems based on patches 
applied.  

Obtaining Patches 

Patches should generally be obtained from Oracle’s World Wide Support in response to a TAR. 
However, Oracle creates SmartClient and NCA "megapatches", cumulative client and server 
patches bundled for each application, and places them on the Oracle ftp site: oracle-
ftp.us.oracle.com. These patches can be obtained and applied proactively to help reduce the 



number of bug level patches called in to Oracle support.  

Server Patch Application 

Server patch application involves applying the server patch to the Oracle Applications product 
files (e.g. $APPL_TOP). Server patches may include several pre-requisite patches and comprise a 
product file component and an optional database component. One or more driver files control this 
behavior with patch.drv being the default product file driver and dbxxxxxx.drv, where xxxxxx is 
the patch number, being the database driver file naming convention.  

All server patches are applied with the adpatch utility and come with readme.txt files that may 
include special instructions.  

Note: It is critical that these special instructions be followed.  

See the Oracle Applications Installation Guide for more details on the adpatch utility and its 
function.  

Patch Distribution 

Server patches are usually distributed as compressed tar files in a UNIX environment and self-
extracting zip files for NT. For UNIX they typically have the naming format of <patch 
number_<rel numbert.Z where patch number is the patch number, rel number is the Oracle 
Applications release number, t is for tar format, and Z is for compressed format. An example 
would be 609584_1070t.Z. The following commands at the UNIX prompt will uncompress the file 
and untar it into a directory with the name 609584:  

uncompr ess 609584_1070t . Z  

t ar  xvf  609584_1070t  

For NT the patch is usually supplied with the naming format of <patch number.exe and is 
uncompressed by executing it.  

Application Bug Patches 

Application Patch Directories 

Patches should be loaded and run from "patch" directories located in the appropriate application’s 
TOP directory (e.g. $GL_TOP/patch). The problem with locating all patches in one global area is 
that it is very difficult to determine/segregate patches by application.  

The "patch" directory may exist if server patches have already been applied. In general, we 
recommend not distinguishing between Oracle Applications bug patches and SmartClient bug 
level server patches. However, SmartClient major product level patches are loaded into a 
"patchsc" directory by adpatch, and we leave to the discretion of the individual site as to whether 
to use this directory to further segregate Oracle Applications bug patches from SmartClient bug 



level server patches.  

Individual Patch Directories 

Each patch will be placed in its own directory when it is untar’d. If the patch is being obtained due 
to an Oracle TAR request, as opposed to the UNIX tar utility, then from an administrative 
viewpoint it is advantageous to locate each of these patch directories under a parent directory with 
the tar number as its name. An example would be tar10563947_6 for TAR 10563947_6. This has 
two benefits. The first is to help track the patches back to TARs. Oracle WWS tracks customer 
issues by TAR number and not by patch numbers, and by identifying patches with their TAR 
number it makes it easier to find the patches associated with specific TARs. The second benefit is 
that some TARs involve multiple patches and it makes it more intuitive to associate multiple 
patches together for a single problem fix.  

Log File Naming 

When patches are applied, the patch.drv log files should be named with the main patch number 
(e.g. usually the directory name. For database driver files (e.g. dbxxxxxx.drv) the log file should 
be named with db following the number of the driver file.  

Examples:  

362299.log � patch.drv  

362299db.log � db362299.drv  

In the case where the applications product files are being shared by more than one product group 
an appropriate product group identifier should be prefaced to each log created.  

Example:  

oadev_362299.log  

Note: On NT the log file name is limited to eight characters since adpatch runs in a command 
prompt window.  

Major Product Patches 

Patch Directories 

Major product level patches should be loaded in separate directories located in the $APPL_TOP 
directory.  

Examples:  



$APPL_TOP/patch1061  

$APPL_TOP/patchr25  

$APPL_TOP/patchSC  

Log File Naming 

Log files should usually be named with the name of the driver file being run. Because many of the 
major patches have multiple driver files associated with them this helps identify which driver files 
were run.  

Readme Files 

All patches are supplied with readme.txt files. The key section of these files is the "Special 
Instructions" section. This section should be scanned and the directions followed as appropriate.  

Note: It is critical that these special instructions be followed.  

Client Patch Application 

SmartClient 

Client patch application involves applying the client patch to the SmartClient product directory 
(e.g. typically C:\APPS10). If a network installation is being maintained then the patch needs to be 
applied only once to each network directory. It is recommended that patches to network 
installations be performed directly on the network server in order to reduce the network traffic 
incurred by uncompressing the patch and then copying the files back to the SmartClient product 
directory.  

Client patches are installed with a special Oracle Applications SmartClient utility called 
"otto.exe". This utility expects that the SmartClient environment is set correctly and will install the 
patch files based on these settings.  

The following is the generic instructions from a patch readme file:  

I NSTRUCTI ONS FOR UNARCHI VI NG THI S PATCH:   
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -   
To unar chi ve t he pat ch,  doubl e- cl i ck t he 605486. exe f i l e.   
The f i l e s i ze of  605486. exe shoul d be 13660069 byt es.   
I NSTRUCTI ONS FOR APPLYI NG THI S PATCH:   
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -   
A 16- bi t  Wi ndows pr ogr am,  cal l ed ot t o. exe,  has been del i ver ed wi t h t hi s   
pat ch t o al l ow you t o easi l y i nst al l  t he pat ched f i l es t o your  10SC 
cl i ent  PC.   
NOTE:  Whi l e ot t o. exe i s f ul l y f unct i onal  as a pat chi ng mechani sm,  i t  i s   
a Bet a pr ogr am at  t hi s t i me.  Due t o f r equent  updat es t o t hi s mechani sm,   
you shoul d al ways r un t he ver si on of  ot t o. exe t hat  i s bundl ed wi t h your  



pat ch.   
On your  c l i ent  PC,  you must  have Or acl e Appl i cat i ons Pr oduct i on 16 
i nst al l ed,   
and your  cur r ent  Or acl e Home set  t o your  Pr oduct i on 16 Or acl e Home.   
These i nst r uct i ons assume t hat  you have unl oaded,  unzi pped,  or  unt ar ' ed 
your   
pat ch on dr i ve X: .   
1.  I nf or mat i on about  t hi s pat ch i s document ed bel ow.  Pl ease r evi ew al l   
i nf or mat i on bef or e appl yi ng t hi s pat ch.   
2.  Fr om your  c l i ent  PC,  r un X: / p<bugnumber / ot t o. exe.   
3.  Cl i ck t he Br owse but t on,  and navi gat e t o  
X: / p<bugnumber / <bugnumber / b<bugnumber . dr v.   
4.  Cl i ck t he Appl y Pat ch but t on.   
At  t hi s poi nt ,  t he pat ched f i l es ar e copi ed f r om t he pat ch ar ea t o t he  
appr opr i at e l ocat i on on your  PC.  I f  t he f i l e exi st s pr evi ousl y on your  
PC,   
t hen a backup copy wi l l  be made i n t he \ BAK di r ect or y of  t he dest i nat i on  
pat h.  For  exampl e,  i f  t he f i l e i s l ocat ed i n %FND_TOP%\ FORMS\ US,  t hen  
bef or e t he pat ched f i l e i s copi ed t o your  PC,  a backup copy wi l l  be made  
i n %FND_TOP%\ FORMS\ US\ BAK.   
The l og f i l e f or  t hi s pat ch sessi on wi l l  be l ocat ed i n  
%APPLPTCH%\ b<bugnumber . l og.  You may cl i ck t he  

Vi ew Log but t on t o r evi ew t he l og f i l e.     

Patch Directories 

Due to the nature of the patch process a single patch directory is usually sufficient. It is 
recommended that specific TAR directories be created and that the corresponding exe files be 
placed in these directories.  

Log File Naming 

Log files are named by default with the associated patch number and placed in the 
APPL_TOP\install\log directory (e.g. c:\apps10\install\log).  

Patch Work Directory 

It is recommended that the uncompressed patch files be placed in a temporary directory (e.g. 
C:\TEMP) as these files are not needed after the patch has been run.  

NCA 

NCA patches are applied with the adpatch utility, and should follow the server patch application 
methodology for patch location, directory naming, and log file naming. We have also discovered 
that it is critical that all users are logged out of the NCA application server when patches are 
applied. We recommend stopping the Forms Server and the Web Application Server to achieve 
this.  

Specific Instructions (see Appendix C, NCA Supplement Installation Manual): 



You r un Aut oPat ch f r om t he pat ch di r ect or y,  whi ch i s t he di r ect or y wher e you unl oaded t he 
Aut oPat ch f i l es.   
St ar t  Aut oPat ch wi t h t hi s command:   

C:\ adpatch 

You can exi t  Aut oPat ch by ent er i ng No or  Abor t  at  any pr ompt .  You can t hen r est ar t  Aut oPat ch f r om 
t he begi nni ng or  f r om wher e t he sessi on ended.   
Log Fi l e Checki ng:   
Af t er  Aut oPat ch r uns t o compl et i on,  sear ch f or  t he wor ds Er r or ,  er r or ,  ERROR,  War ni ng,  war ni ng,  
and WARNI NG i n t he Aut oPat ch l og f i l es even i f  Aut oPat ch appear ed t o encount er  no er r or s.  Some 
war ni ngs ar e di agnost i c messages t hat  do not  i ndi cat e an er r or  and can be i gnor ed.  Cont act  Or acl e 
Suppor t  Ser vi ces i f  you do not  under st and t he meani ng of  an er r or  message.   
Ther e ar e sever al  Aut oPat ch l og f i l es,  each of  whi ch r ecor ds cer t ai n t ypes of  updat e act i on.  I f  
Aut oPat ch does not  per f or m a cer t ai n t ype of  act i on,  i t  does not  gener at e t he l og f i l e t hat  
r ecor ds t hat  t ype of  act i on.  The di r ect or y #APPL_TOP#\ i nst al l \ l og may t her ef or e cont ai n onl y some 
of  t he f ol l owi ng Aut oPat ch l og f i l es:   

Mai n l og f i l e ( def aul t  name of  adpat ch. l og)   
admvcode. l og ( f or  movi ng updat ed f i l es t o pr oduct  di r ect or i es)   
adr epgen. l og ( f or  Or acl e Repor t s r epor t  gener at i on)   
adf r mgen. l og ( f or  Or acl e For ms f or m gener at i on)   
adwor k* . l og ( f or  dat abase oper at i ons r un i n par al l el  mode)  

ORACLE Error Messages  

The f ol l owi ng ORACLE er r or  messages i ndi cat e accept abl e pr obl ems t hat  may occur  i n your  mai n l og 
f i l e ( def aul t  name adpat ch. l og) :   

ORA- 00942:  t abl e or  v i ew does not  exi st   
ORA- 00955:  name i s al r eady used by an exi st i ng obj ect   
ORA- 01418:  speci f i ed i ndex does not  exi st   
ORA- 01430:  col umn bei ng added al r eady exi st s i n t abl e  
ORA- 01434:  pr i vat e synonym t o be dr opped does not  exi st  

WARNING: The log files and the restart files (adpprod.* ) record the passwords to your Oracle Applications products. Restrict access to these 
files or delete them after a successful update.  

Addi t i onal  I nf or mat i on:  " Set  Up Aut oI nst al l  Envi r onment "  i n Chapt er  3 of  t he Or acl e Appl i cat i ons 
Rel ease 10. 7 I nst al l at i on Manual .   

ORA- 01442:  col umn t o be modi f i ed t o NOT NULL i s al r eady NOT NULL  
ORA- 01451:  col umn t o be modi f i ed t o NULL cannot  be modi f i ed t o NULL  
ORA- 04043:  obj ect  POP_CMERGE does not  exi st   
ORA- 04080:  t r i gger  ‘ BOMTBI CD’  does not  exi st  

Form Generation Errors and Warnings  

Whi l e usi ng adadmi n or  Aut oPat ch t o gener at e For m f i l es,  you may encount er  messages si mi l ar  t o 
t he f ol l owi ng:   

Er r or :  APP- 00931 Pr ogr am exi t ed wi t h st at us 3  
ERROR or  WARNI NG gener at i ng f or m \ f or ms\ US\ XYZ. f mx f r om i nput  f i l e  
C: \ appsnca\ au\ 1. 0\ f or ms\ US\ XYZ. f mb 

If this occurs, you need look in the log file (#AU_TOP#/forms/<lang/form_name.err) that was created when generating the form to determine if 
there was an error that needs to be addressed or if it was an ignorable warning.  

I f  t he l og f i l e does not  exi st ,  i t  i s  l i kel y t he er r or  was due t o a l oss i n t he dat abase 
connect i on.  I f  t hi s occur s,  you can gener at e t he f or m by r er unni ng t he f 45gen32. exe command t hat  
i s di spl ayed i n t he adadmi n or  Aut oPat ch l og f i l e.   
Cer t ai n war ni ngs ar e accept abl e and occur  whi l e gener at i ng many of  t he Appl i cat i ons For ms.  Thi s 
i s due t o compl ex codi ng i n t he f or ms t hat  i s not  common.  The For ms Gener at or  di spl ays a war ni ng 
message so t hat  devel oper s can ver i f y t hat  t he compl ex codi ng was i nt ent i onal .  Fol l owi ng i s t he 
cur r ent  l i s t  of  war ni ngs whi ch wi l l  occur  when gener at i ng Appl i cat i ons f or ms.  These er r or s may be 
saf el y i gnor ed:   

FRM- 30188:  War ni ng!  no def aul t  val ue gi ven and ot her  val ues ar e not  al l owed.   
FRM- 30351:  War ni ng!  No l i s t  el ement s def i ned f or  l i s t  i t em.   
FRM- 30370:  War ni ng!  ( SCHEDULED. SCHEDULED_DCI )  Rel at i on' s det ai l  bl ock i s a  
cont r ol  bl ock.   
FRM- 30371:  War ni ng!  ( CTL_ASG1. CTL_ASG1_PAAV3)  Rel at i on' s mast er  bl ock i s a  
cont r ol  bl ock.  



Remove Obsolete Files  

Af t er  you updat e al l  pr oduct  gr oups successf ul l y,  you can del et e t he backup copi es of  f i l es 
( f i l es t hat  have . bak as t hei r  f i l ename suf f i x)  f r om t he pr oduct  di r ect or y t r ees t o r ecover  di sk 
space.  You shoul d check f or  cust omi zed f i l es bef or e del et i ng t hese backups.  I f  t hese backups 
cont ai n cust omi zat i ons,  you may want  t o r eappl y t hem bef or e you del et e t he backup copi es.   
Addi t i onal  I nf or mat i on:  Recover i ng Di sk Space i n Appendi x A of  t he Or acl e Appl i cat i ons Rel ease 
10. 7 I nst al l at i on Manual .   
The f i l e appl pt ch. t xt  i n t he #APPL_TOP# di r ect or y cont ai ns i nf or mat i on about  f i l es t hat  have 
changed.   
Addi t i onal  I nf or mat i on:  " Pat ch Dr i ver  Fi l e"  i n t hi s chapt er .  

Patch Installation Checklist 

Server Patch 

1. Obtain patch from Oracle WWS.  
2. Copy patch into appropriate patch directory.  
3. Uncompress and untar patch.  
4. Check readme.txt file.  
5. If bug level patch then shutdown concurrent managers.  
6. If major product level patch then have users log off the system and shutdown the 

concurrent managers.  
7. Run adpatch, specify appropriate log file and run appropriate driver files.  
8. Check log files for errors.  
9. Perform any special instructions.  

Client Patch 

1. Obtain patch from Oracle WWS.  
2. Copy patch into the appropriate patch directory.  
3. Execute the patch file to uncompress it. Recommend placing the uncompressed files in a 

temporary directory.  
4. Check the readme.txt file.  
5. Coordinate the patch application with the application of the server patch.  

SmartClient: 

1. Verify that the oracle environment (e.g. oracle.ini file) is pointing to the correct 
APPL_TOP location.  

2. Run the "otto.exe" executable and select the appropriate driver file(s).  
3. Check the log file for errors.  

NCA: 

1. Stop the Web Application Server and the Forms Server.  
2. Verify that the oracle environment is set correctly (e.g. APPL_CONFIG and APPL_TOP 

are set correctly).  



3. Run the adpatch utility from the patch directory and select the appropriate driver file(s).  
4. Check the log file for errors.  
5. Start the Web Application Server and the Forms Server.  

 
 



Appendix A - Patch Tracking Worksheet   
   

TAR Sev Date 
Opened 

Date 
Closed 

Last Call Application Client 
Patch 

Server 
Patch 

Summary Description/Resolution 

   02/20/98  AP 612807 612808 Payables E patch Megapatch E for Oracle Payables NCA 

   03/05/98  AR 603787 603663 Receivables F patch Megapatch F for Oracle Receivables 
NCA 

   03/18/98  FA 588254 588253 Assets A patch Megapatch A for Oracle Assets NCA 

   04/01/98  AR 617988 617985 Receivables G patch Megapatch G for Oracle Receivables 
NCA 

   04/14/98  CE 588648 641374 Cash Management A 
patch 

Megapatch A for Oracle Cash 
Management NCA 

          

          

          

          

          

  


